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URjstributed Enterprise SIoraoes
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EXPENSIVE =

RINEETSHi0 be replaced to
Sealertp.

SEDirect fiber access

= But trouble if multiple

—=
——

~  machines access same data

~ — Use server (bottleneck)
- or High-Availability Cluster
* Maybe bullet-proof
— But single-point-of-failure
— Get Disaster Recovery solution
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AlLETNAatIVES to Enterprise
[@y/N el AvoUTioaay, =

1= Dis rerJ”r'c Storage

VIEGEAL ,J,)ﬂe ‘many. cheap, low-reliability
Storage nodes

— Achliavirle) relizioility, consisisney

—The féconflguratlon challenge D=
=== Googles 1st server

= Z:GIoud Storage

= — Can we trust the cloud to ensure
reliability and consistency?
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hort Introduction to
Ie Distributed Storage

]

= == Chockler, Guerraoul, Keiaar, Vukolic:
Reliable Distributed Storage, IEEE Computer 2009



Storage Clients

Dynamic,
Fault-prone

“Faults are the norm, not the exception™
_T | & Storage Nodes (Servers)
- - Fault-prone
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.;_.;d '-'(F:oples on dlstlnct storage nodes

° ‘Disaster recovery
— Coplies geographically dispersed
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Jl\éé,] tolensure that Updates are reflected!
SONISISLE ntly In all copies
- ,,)f] J’f" means atomic operations
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_Cameron” % /

— —ar
B _

— & Should return

- “Cameron”
Storage Service

® Need Replica Coordination!
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$ANGESE fOT- Data-Centric
RED]ICa Coordination:

SR EVIESIUETCOUET NS coordinationTogr

= ,Jrr munlcates Withrmultiple storage nodes
M;J)f b€ in middleware tier

| E not-so-thin
> 5 Ele storage nodes (servers) client
;,5'5 = Tan e network-attached disks _
_.:___:;_*.-7_'.__ v Not necessarily PCs with disks thin
= — _ storage
= — Simply respond to client requests Il node

v High throughput
— Do not communicate with each other
v' No scalability limit
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aneplication allows for high availability
SlIENT C eratlons do not need to wait for
AJJ rge' 1cas

thrOﬂOUS communication

e Delay on

= —;=:-;,'__" ' Q network
e \/ or device

HHH
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WItHPASYNChron mmunicaton:

write x

“Cameron” —

=
—
-
-
-
-
-
-
-
_—
-
-
-
-

-_.—-

o —

Returns
T [ T “Brown”!

.,_4._. - X = “Cameron” = “Brown”

-« Need to access a majority of copies
— Service availability: when < half the copies fail
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write x

"Contact 3 storage nodes holding copies
‘Cameron” - ;_ =

3 EEE

-;_, _-_ = Brown 1 = “Brown”, 1 = “Brown”, 1
= = “Cameron”, 2 X “Cameron”, 2

Store sequence#

with data
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‘\ SImple; ellabl
SIeYagE Algorit (

2 Naag toread pefore writing
_ To rnJr é seguencett

< Niely fs Qe to write-back after reading
— S0 | ext reader doesn’t see older value (see paper)

stnbu@‘_;‘

Contd

= Read phase Write (-back) phase
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Menyavariants and' Extensm)’is —
in I e'theratETe

- Img]ans AtIoNS; SYStem optimizatior

AR @P labs), Ursa Minor (CMU)

= MJ) ‘use erasure-coding instead of full replicas
-feduce storage blow-up

jlératlng malicious faults, bugs,

”; : *“Byzantme faults

Malkhi, Relter. Byzantine Quorum Systems
Abraham, Chockler, Keidar, Malkhr. Byzantine Disk Paxos
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1= Dis rr]JJ”r'c Storage

Mlztefet _J,)ﬂe ‘many. cheap, low-reliability
Storage Fnodes

SAchieving reliability, consistency
— [nl2 racopiiictration enelienlefe

= ?:Gloud Storage

- _ Can we trust the cloud to ensure
Integrity and consistency?
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)‘/rr TCNRECO!
|str|buted Storage

f A gw/era Keidar , Malkhi, Shraer:
mic Atomic Storage Without Consensus, PODC'09

e _ Shraer, Martin, Malkhi, Keldar:
Data-Centric Reconfiguration with
Network-Attached Disks



RER RS Q\ SIEMS/2 re-Dynamlﬁ

Reconfiguration essential for long-term
The challenge: maintain
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i < =
el foTENaive Reconiiguretion

—— |

B (4B, C, D, E¥ 3
: . ; - X ="“Brown”, 1
write X “Cameron g : | X = “Cameron”, 2
= = = C[- _—.L {A, B, C, D, E}
= — X =“Brown”, 1
P “a ‘ . X =“Cameron”, 2
= ——J{A,B,C, D, E}

Returns B

(11 ”I :

Brown"™! r | X = “Brown”, 1
e EEA -

@ @/ — . X = Brown”, 1

{A, B, C}

i
= N
—

—

e —— e
- e — g
— am—— 2

i

o
- —
=

=

{A, B, C}
Shown in [Yeger-Lotem, Keidar, Dolev, PODC’97]
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Qm\)r uratlon 0:5 on 1:
Carjire lzed

iG J/f))f/’c 7 Technlon Servers will . be 0’0 Wi
for ffL]/f nance rrom 5:30am to 6:45am ’ {

Virtually Yours,
Moshe Barak

“..-;;f'*f rabe automatic
——

= t‘:_:—;E.g., Ursa Minor [Abd-El-Malek et al., FAST 05]

E——

i —

- ® Single point of failure
— What If manager crashes while changing the system?

e Downtime
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Q' r‘-r phiguration Oﬁt%

utedﬁ‘ﬁféement

> lmruwr TeguestsTagreementor
HOIIC ‘er storage nodes
s \otda a “centric

SRUSEC BONSEnsUs abstraction =

e :a‘cﬁ node provides an input,
=== --a1I non-crashed nodes decide on the same output
j-h-; (one of the inputs)

—

- * |n theory, might never terminate [FLP85]

® |n practice, we have partial synchrony so it
usually works
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Consensus Need partial synchrony  Partial synchrony
[FLP85]

Atomic Asynchronous solution ?
- read/write  [ABD95] Partial synchrony
believed necessary

= This project started by trying to prove it

® To this end, we looked for a specification of
service availability
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SOk Em With TypiGal SPEecsiol
BYHBEMIC SysteEms Availabilit

|

h""""m‘-h-uh.u_- i

Works best with

g | UG

Works best with:

i
1

Partial synchrony majority correct

& majority correct

gt

Works if: Partial synchrony &
All the majorities our algorithm uses at any
given point in time are available
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Dyiieimic Serﬂc! eaPrgng

o Currar: ,r.err —atfirs teinitial config
Sahelll/(t) — nodes that crashed by time t

J Trdg,gjnc 7 1anges due to reconfig

reconflg { C +D} return ACK

.u-

S

C is in RemovePending
D is in AddPending

C is out of Current
D is in Current

—— el

~ Condition for service availability:

' At any time t, fewer than |Current(t)]|/2 nodes
from Current(t) U AddPending(t)
are In Faulty(t)  RemovePending(t)
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)‘/nr [l ele I’eS?‘SpeCS

A\ Bro: derm

SIIENS SPEC| fication is problem mdependent
— W J sed it for a read/write storage service

= Ir WO Id be Interesting to use It for other
namlc (reconfigurable) services

—
= -—--'
g
=

i

= ;_ V" [ show that the progress condition Is

.—:_._--

— sufﬁ(:lent
- — s it also necessary?
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m——

AWith con SUS' agree' on next reconfig

- C

= S {-)Ted at storage nodes Inconsistent

e updates
mlout CONSensus: later found

— and merged

_.--
= _——

o
i

Hm

o
=
-

— S
S
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—— -

+D | ~( ABCD
\

eXtV1ews — Weak Snapshot object
~ — Supports update() and scan()
— All non-empty scans intersect
— Asynchronous data-centric implementation (see papers)
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‘\D\/r mic ellab‘i‘rDlstrlb e
Sterage Algoritt (D naStore)

erte (-back) phase Find
["7 updates

Q;\r':>@7
5

If new update(s)

=
= E
— - .
= =
- m— - -
— — - s e
— i -
P — - .
- — - 1
- . g 1
S 1
—
g
o
E -
—
-

* |f scan() finds multiple (concurrent)
updates — read/write in all

found, repeat
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BOIISENISUS-Free Recori gﬂ?ati‘o’ﬂ"

- [t's r)J:):)L)]' .
- )ynaw |c ‘read/write objects “easier” than consensus
= ij) W, here consensus might not terminate

- JJF SII uld you do it??

=="\\/e xperlmented to
— zmd out

--—

"ﬁ
——
= - i
il =~ -

_—

—r

Just because you can do it doesn’t mean you should
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JHEISHONTET Progress -
efierantees AteNot Forkree

i " " -

Average write latency

Consensus-based-
Normal Ia'rency (no

r‘econflgur‘a'rlons) Asynchronous
is The same

Asynchronous

-i-
_.:

reconfig's
- slow down
== read/write

Number of S|multaneous reconf/a operatlons
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Rew Hgu ratjog_ T-akeavy@y?' ——

> Racorlil J.lra.,un ispsubile
2 Jem rV|ce avallablllty definition enables

9 D,w, ntrlc distributed reconfiguration Is
QJ’~ _Ie with no down time
3’7@0/’61‘/0&/ anagle:
= — Dynamism per se does not necessitate
- _agreement

s Practical Implication:

Works In more circumstances — more robust
— But, at a cost
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Outlifia

—

IRDIStibuted Stol

Merelent ,J,)ﬂe many. cheap low-reliability
"”UJ‘J( :nodes

= AC e mg reliability, consistency
_he Teconflguratlon challenge

—-':':I-.—

.——'— .-'-.,,'

:'_‘_ Z:GIoud Storage

- = CannwertiliSiEthe cloue  ter Ensure

raliavility el consisianeys
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aRVE TTust The Cloud
WItiRREliability €&MeonsiStency?

m/

Orﬁ\j\j_z @NWS.CDM http:ﬂwww.news_c‘ TN A SN e ne

etected wit

©2005 Google - Gmail Home - Prvacy ruuey

hin approximately 1 hoyr.

Cachin, Keidar, Shraer: Trusting the Cloud, SIGACT News 2009

|dit Keidar SYSTOR'10 33



VETification for- Untrusted
& Cloud Storage

P .
- - —
- S —

-. = r__, "~ Cachin, Keidar, Shraer:
-~ Fail-Aware Untrusted Storage, DSN'09

Shraer, Cachin, Cidon, Keiaar, Michalevsky, Shaket:
Venus: Verification for Untrusted Cloud Storage
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Gliclianteeyielichilitjaandiconsistencys
g to Lsers of cloud storage

& detect fallures
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S’i:rgn, onmng:'ey? J’

write x m ® 5
“Cameron” e =

Inpossmle to guarantee strong consistency

— Unless clients communicate directly to complete each
operation...

* \WWhat can be guaranteed ?
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Syarjitl rCGnsistency-Semﬁ tics™
2 Cliane \)r_;‘“c:' S'comp Ste 0)0)tlanll
SRGIIENT notified when! its operation is known to be
COMNS 1Jr‘= it

= 3} :may INVoke other operations without waiting for
= ‘ese notifications

mantics provided by distributed storage
'_f ~— Bayou (SOSP’95)
— Today In commercial systems, e.g., Amazon’s
Dynamo (SOSP’07)
® Resembles Futures, Promises, etc.

— Future<T=>: result of an asynchronous computation
Idit Keidar SYSTOR'10 37
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Vanus es~|gn£ nC|pI

13 D;.F;f]‘?) ! QU@ T ‘ ‘.’ 210 B |

= Ne r block when storage IS correct

3 ventual conS|stency

= *Fall awareness — clients learn of every
~ consistency violation

3. Deploy on standard cloud storage
— Our experiments use Amazon S3

|dit Keidar SYSTOR'10 38



\/ef]| S F rCh It@i)_i[_U e | Verfier may be

hosted on cloud

—=— Verfier may
reside on LAN
e 5
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Vanus valla !!! y-

» \)r)r\u,j\)" 610)fif) 0 '“"' 0) 0)
WhEnever the cloud:is online

Copls rt ICy. notifications depend on other clients
,,JJQJ: R —may crash, disconnect, but
=% Sor é clients are designated as “core” set

= :-:Cendltlon for availability:
‘Fewer than half the core set clients
' permanently crash
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Varus BESICS .

i
- —

e — .

RQE—JCJ/W“Q' gataronTcommn e‘c"”\
Sigfe }F'Ia eta-data (context info) on verifier
= PJr’ " Ilzed with data access

storage
@

Did core
set

~ Or atlons complete optimistically clients
observe

St ex?ome green when consistent context R R
___“"’j'* In_fo is collected from majority of core set Gk

= — Periodically retrieve context info from verifier
* |If no new info for too long, contact other clients
* |f context IS Inconsistent, report
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0)0)]0]0),Cunm— -
_DJ] OX
SlIENS sign all messages:
— gapyapapliiofeaiggareio |t
SERERresentation of operation context (V, M):
— /5 v"': clock

M_ ector of aggregate history hashes

| If opl IS the last operation of client k that op2 observes,
:_=.’—;';". -~ k-th entry stores hash of the history op2 is expected to have

e —

O AT
¢

'e.;'.?a' .‘-

=

1--—

= (V M) pairs compared to determine if two ops
~ are consistent

~® Under the hood - “weak fork” consistency
— Key to being non-blocking
e 12-Page correctness proof
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AETIEH O Amazon S8aswRaw S8*

(a) read (b) write
Oraw S3 o Oraw S3
8 - |MVenus (verifier in LAN) 7| |mVenus (verifier in LAN)
7 W Venus (remote verifier) o 6 W Venus (remote verifier)
[8] @
26 <5
> Q
e g 4
Q bt
T 4 - L
5 o 3
@ 3 - =
e > 2
e 2
0 : , 0 , :
01 0/10 0/100 0/1000 110 10/0 100/0 1000/0
args./resp. (KB) args./resp. (KB)

throughput
45 ghp

40 4| —*+—rawS3
35 | —a—\enus (verifier in LAN)

30
25 4
20
15

operations / sec.

20 30

number of clients
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Cgrjr‘ usions;-D!!str-ibut.edﬁtﬁgE"

> Tigra e aligra IVESHOIENIEIPISEISIORATE

— Bl om cheap COMpPONENtS
0f ,D’\_ -\y/OU-QOo cloud storage
SAiEleiare challenges

tTIt tolerance

== — — Gonsistency

—_.-—-

=f—’ = '-F Availability

_- p— e

~ » But there are also solutions
~ — | covered only a few of them today

e Early adopters: companies with big data centers
e Will they become mainstream?
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